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Abstract: Data sharing is an critical functionality in cloud storage. In this article, we display a way to securely, 

efficiently, and flexibly share information with others in cloud storage. We describe new public-key cryptosystems 

which produce encryption in three level. The novelty is that possible aggregate any set of secret keys and lead them to  

compact as a single key, however encompassing  all of the three keys being aggregated. In other phrases, the secret key 

holder can launch a constant-size mixture key for flexible alternatives of cipher text set in cloud storage, however the 

different encrypted files outside the set stay private. This compact key can be conveniently dispatched to others or be 

saved in a clever card with very limited comfortable storage. We offer formal security evaluation of our schemes inside 

the trendy version. We additionally describe other utility of our schemes. In precise, our schemes provide the first 

public-key  encryption hierarchy, which turned into but to be acknowledged. 
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I. INTRODUCTION 

Cloud storage has emerged as a promising solution for imparting ubiquitous, handy, and on-call for accesses to massive 

amounts of facts shared over the Internet. Today, hundreds of customers are sharing personal information, along with 

pix and films, with their buddies through social community packages based totally on cloud storage on a everyday 

foundation. We exhibit the execution of encryption and decryption algorithms about data privacy,  computational 

efficiency and effectiveness of the cloud storage system. We demonstrate novel approach of three level encryption on 

huge data stored on cloud.  Business users are being attracted by way of cloud storage due to its numerous benefits, 

including decrease price, more agility, and higher resource utilization. Although combining a searchable encryption 

scheme with cryptographic cloud storage can achieve the fundamental security requirements of a cloud storage, 

imposing the sort of device for massive scale applications involving thousands of customers and billions of files may 

also nevertheless be hindered by means of practical problems involving the efficient management of encryption keys, 

which, to the great of our know-how, are in large part omitted inside the literature. First of all, the need for selectively 

sharing encrypted facts with one-of-a-kind customers (e.g., sharing a photo with sure pals in a social community utility, 

or sharing  enterprise report with sure colleagues on a cloud power) generally demands exclusive encryption keys to be 

used for distinctive files. However, this means the range of keys that need to be dispensed to users, both for them to go 

looking over the encrypted documents and to decrypt the documents, could be proportional to the quantity of such 

documents. Such a big number of keys. Motivation of project. Large amount of data is stored on the  cloud. To secure 

this information, efficient cryptographic technique is required.  Our aim is to provide more advanced cryptographic 

technique for secure data transmission.  

 

II. LITERATURE SURVEY 

 Achieving Secure, Scalable, and Fine-grained Data Access Control in Cloud Computing. 

 Cloud computing is develop computing paradigm in which resources of the computing infrastructure are provided 

as services over the Internet. As to assure as it is, this paradigm also brings forth many new challenges for data 

security and access control when users outsource annoyed data for sharing on cloud servers, which are not within 

the same trusted influence, as data owners. To keep sensitive user data confidential against untreated servers, 

existing solutions usually apply cryptographic methods by to cause to appear data decryption keys only to 

authorized users. The problem of simultaneously accomplish fine grained access, scalability, and data 

confidentiality of access control actually still remains not resolved. 

 Secure Provenance: The Essential of Bread and Butter of Data Forensics in Cloud Computing.    

Success of data forensics in cloud computing is based on secure place that records ownership and process history 

of data objects. But it is the still challenging issue in this paper. In this paper, they proposed a new secure 

provenance scheme based on the bilinear pairing techniques .As the essential bread and butter of data forensics and 

post investigation in cloud computing, the proposed scheme is characterized by providing the information 

confidentiality on sensitive documents stored in cloud. Secure authentication on user access, and place tracking on 

disputed documents is provided in this paper. With the provable security techniques, this paper formally 

demonstrates the proposed scheme is secure in the standard model. 
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 Mona: Secure Multi-Owner Data Sharing for Dynamic Groups in the Cloud.  

In this paper character of low maintenance, cloud computing provides an economical and efficient solution for 

sharing group resource among cloud users. Due to the frequent change of membership sharing data in multi-owner 

manner while preserving data and identify privacy from untrusted cloud is still a challenging issue. 

 

III. EXISTING SYSTEM 

There may be a wealthy literature on searchable encoding. In difference to the ones current paintings, in the context of 

cloud storage, keyword seek underneath the multi-tenancy putting may be a additional not unusual scenario. In one of 

these state of affairs, the data provider would really like to upload a document to authorized licensed customers, and 

every user World Health Organization has the access right will provide a trapdoor to perform the keyword search over 

the shared file, namely, the “multi-person searchable encryption” (MUSE) situation. 

Some recent  attention to existing system, even though all of them adopt single-key combined with get right of entry to 

management to realize the intention. 

In previous system, encryption is done in single level. Data uploaded by data owner is encrypted by single level 

encryption. This encryption is sufficient as content can be hacked by unauthorized users. Security level is affected due 

to single level encryption. 

 

IV. PROPOSED SYSTEM 

In this paper, we are proposing method for securing data store in cloud.  The system applies to any cloud storage that 

supports the secured transfer of data,  

First, a Data owner and user will be provided with registration and login. User will fill all details in registration form. 

User will get login credentials. Data owner can view all coming request from user. User will enter group name and 

public key Further, user will enter file name which to be encrypt, keyword and email_id. For decrypting file, data 

owner will send aggregate key to user via mail. User will receive key through mail. Using these aggregate key, user 

will decrypt file.  

Data owner will upload file. When user request file to data owner, data owner will send file with encrypted format t 

three level. Encrypted file and key are sent to users. By performing three level decryption, user is able to decrypt data. 

Following are module proposed in project 

List of modules 

1. User module 

2. Administrator module 

3. Key authority module 

4. Data owner module 

 
 

V. IMPLEMENTATION 

Let ‗S„ be the | universal  final set 

This will include user, resources, system. 

 S = {…………} 

 Identify the inputs as I 

 I = {F} 

 F = {F1, F2, F3, F4 …| ‗I„ files to be uploaded} 

 Identify the outputs as O 

 O = {T}  

K= { key …| ‗K„ given key for files} 

Identify the functions as ‗F„  

S = {… 

 F = {F1 (), F2(), F3(), F4(), F5(), F6(), F7()} 

 F1 (I) = Upload file 

F2 (I) = Request file to data owner 
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F3 (O) = Encryption 

 F4 (O) = Index generation 

F7 (O)= Get authenticated document 

 

VI. CONCLUSION 

Mulling over of the practical issue of protection safeguarding information sharing framework in view of open 

distributed storage which is require an information proprietor to dispense an expansive number of keys to clients to 

allow them to get to the archives, In this proposed idea of key-total accessible encryption (KASE) and build a solid 

KASE plot. It can give a proficient answer for building viable information sharing framework in view of open 

distributed storage. In a KASE conspire, the proprietor needs to circulate a solitary key to a client while contributing a 

considerable measure of records with the client, and the client needs to present a solitary trapdoor when they inquiries 

over all archives shared by a similar proprietor 
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